
Responding  
to SWIFT CSP  
Framework
SWIFT introduced its Customer 
Security Controls Framework to 
drive security improvement and 
transparency across the global 
financial community. The SWIFT CSP 
focuses on three mutually reinforcing 
areas. Protecting and securing your 
local environment, preventing and 
detecting fraud in your commercial 
relationships and continuously 
sharing information and preparing to 
defend against future cyber threats. 

While all customers remain primarily 
responsible for protecting their own 
environments, SWIFT’s CSP aims to 
support its community in the fight 
against cyber-attacks.

Your challenges 

• Have you planned to attest your 
level of compliance against 
SWIFT mandatory controls on 
a yearly basis, as requested by 
SWIFT?

• Are you able to demonstrate 
compliance with the SWIFT 
Customer Security Programme?

• Are you ready to undergo an 
independent assessment by the 
end of each calendar year?

Our dedicated team can help 
you tackle these challenges!



Why is it important? 

How is the SWIFT CSP 
framework structured?

SWIFT created in 2017 a framework comprising 16 mandatory and 11 advisory 
security controls for all its 11,000 customers worldwide. Customers have been 
asked to assess their compliance against this set of controls.

In 2023, SWIFT enhanced its Customer Security Program (CSP v2023 
framework) with additional security controls (24 mandatory controls and 8 
advisory controls) and is requiring its customers to support their attestation 
with an independent assessment by the end of 2023.

How will this impact SWIFT customers?

Depending on the design of the local SWIFT environment and the nature 
and maturity of existing controls, organisations may need to remediate both 
technical and process related gaps in order to attest compliance at the end of 
2023. Customers are also required to obtain an independent assessment to 
support their self-attestation.

What are the success factors?

To be successful, organisations must take a thoughtful and systematic 
approach, requiring collaboration across the three lines of defence, strong 
leadership and a diverse organised team.

Security  
principles

Controls 
objectives

Description

Components

Validation 
measures

Owner

Includes items such as control frequency, 
who or what performs the action, what 
action was performed and what action or 
effect is the result.

Includes specic people, processand 
technology elements associate with the 
control.

Includes the method by which control 
design and effectiveness will be validated, 
the frequency and associated artefacts.

Includes information related to the control 
owner such as name and functional title.



How we can help 

What milestones should 
you be aware of?

Why PwC Luxembourg? 

Cohesive team 
who understands 
SWIFT
We understand SWIFT 
like no other as we have 
been performing an 
annual review of SWIFT 
for over 10 years.

Experience 
on providing 
Assurance
We have extensive 
experience in delivery of 
independent assurance 
reports both on the CSP 
and other cybersecurity 
frameworks.

Technical 
expertise and 
knowledge base
PwC has advanced 
knowledge and 
experience in 
Cybersecurity and 
relies on degrees 
and certifications 
such as ISO/IEC 
27001:2013 Lead 
Auditor/Implementer, 
CISSP, CISM, CISA, 
GIAC GPEN/GXPEN 
(Penetration tester and 
advanced researcher).

Adapting to your 
requirements
We formulate and 
tailor an approach that 
suits your immediate 
requirements and future 
ambitions. To achieve 
those we provide 
pragmatic insights and 
balanced views on 
how to prioritise any 
associated actions.

Gap analysis 
and Remediation

Identify controls gaps and 
assist to remediate those 
gaps.

Attestation and 
Assurance

Validation of successful 
compliance with the CSP 
controls and third party 
controls reporting under 
recognised standards  
(e.g. ISAE3000).

1 Independent 
assessment

Perform independent 
assessment to determine if 
current controls satisfy SWIFT 
CSP requirements. 
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SWIFT CSP v2023

SWIFT CSP v2023 is composed 
of 24 mandatory controls and 
8 advisory controls. All SWIFT 
customers must submit their 
independent assessment by the end 
of 2023.

2022

2023

2021

SWIFT CSP v2021

SWIFT CSP v2021 is composed of 21 
mandatory controls and 10 advisory 
controls. SWIFT now requires all 
customers to support their attestation 
with an independent assessment to be 
submitted by the end of 2021.

SWIFT CSP v2022

SWIFT CSP v2022 is composed of 23 mandatory 
controls and 9 advisory controls. All SWIFT 
customers must submit their independent 
assessment by the end of 2022.
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PwC Luxembourg (www.pwc.lu) is the largest professional services firm in Luxembourg with over 2,800 people employed 
from 77 different countries. PwC Luxembourg provides audit, tax and advisory services including management consulting, 
transaction, financing and regulatory advice. The firm provides advice to a wide variety of clients from local and middle 
market entrepreneurs to large multinational companies operating from Luxembourg and the Greater Region. The firm 
helps its clients create the value they are looking for by contributing to the smooth operation of the capital markets and 
providing advice through an industry-focused approach.

At PwC, our purpose is to build trust in society and solve important problems. We’re a network of firms in 155 countries 
with over 284,000 people who are committed to delivering quality in assurance, advisory and tax services. Find out more 
and tell us what matters to you by visiting us at www.pwc.com and www.pwc.lu. 
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